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MONOXXEHWE
06 MH(OopPMaLMOHHOI 6e30MacHOCTH
MBOY Ckeopuosckoin COLL

1 Ob6ume MONOXKEHNN
1.1. NIHdopmalmoHHas 6e30MacHOCTb ABASETCA OLHUM M3 COCTaBHbIX 3/1EMEHTOB KOMIM/IEKCHOM
6e3onacHocT B MBOY Cksopuosckoin COLL (ganee— LLkona), nopsgoK opraHusauum pabot
rno eé co3faHuIo n (hYHKLMOHNPOBAHMIO.
1.2. [laHHOe NofoXeHWe pa3paboTaHO B COOTBETCTBMM C PeaepasbHbIM 3aKOHOM POCCUIACKON
degepauny ot 29 gekabps 2012 r. No 273-d3 "O6 obpaszoBaHum B Poccuiickoin degepaumun™ n.
3 c1. 47 TpypoBbiM Kogekcom P® oT 30.12.2001 Ne 197- ®3 (c u3m. v gon.), PesepanbHbIM
3aKOHOM 0T 29.12.2012 r. Ne273-d3 «O6 o6pa3oBaHUM B Poccuitickoin Ddegepaunm»,
®efepaibHbIM  3aKOHOM 0T 27.07.2006 Ne 149-®3 "O6 wuH(opmauuun, WHHOPMALNOHHBIX
TEXHOMOMMAX W 0 3aluTe WH(opmaummn”, defepanbHbiM  3aKoHOM 0oT  27.07.2006
Ne 152-®3 "O nepcoHanbHbIX AaHHBLIX” W MMeeT CTaTyC NOKa/JbHOr0 HOPMATUBHOIO akTa
obpasoBaTe/sibHOV opraHmsauun. Ecnv  Hopmamu  [eicTBylOLLero 3akoHogartenbcTBa Pd
npesycMOTPeHbl WHble TpeboBaHUA, YeM HacToAwMM [10N0XeHWeM, NPUMEHSAKOTCA HOPMbI
3aKOHO4aTeNbCTBA PO.
13. Mo wH(popMauMoHHON 6e3onacHoCTbi0  LLUKoNbl  cnefyeT MOHWMAaTb  COCTOSHUE
3alUMLLEHHOCT  UH(OPMALMOHHBIX  PEecypcoB,  TEXHONIOTMA  UX  (JOPpMUPOBAHUA  W©
MCNONb30BaHUA, a TakXKe npaB CyObeKTOB WHMOPMaLMOHHOW AedTenbHOCTU. Cuctema
MHOPMaLMOHHOW 6e30MacHOCTU HanpaBieHa Ha NpefynpexaeHne yrpos, UX CBOEBPEMEHHOe

BbIfAB/IEHNE, 06Hapy>XeHue, NloKanusauuio " NIMKBMAauuio.
1.4. Ncnonb3oBaHue ceTu VIHTepHeT B 06pa30BaTe/IbHON opraHM3aumny NogUYNHEHO CAeayoLW MM
npuHLmMnam:

COOTBETCTBUE obpa3oBarte/ibHbIM uensam;

cnocobcTBOBaHUE rapMoOHM4YHOMY (*JOpMVIpOBaHVHO n pa3snuTno JTINYHOCTMH,
«yBa)KeHNE 3aKOHa, aBTOPCKUX N CMEXHbIX MNpaB, a TakKXXe WUHbIX MNpaB, YeCTU N OOCTOUHCTBa

ApyTnx rpaxjaH 7 nonb3oBaTtenei cetu NHTepHeT;
rprobpeTeHne HOBbIX HaBbIKOB " 3HaHWiA;
pacLumpeHmne MPYMEHSEMOro crnekTpa YUebHbIX " HarNAgHbIX noco6wi;
. coumanusayus NINYHOCTH, BBE/AEHME B VH(opMaLMOHHOe 06LLEeCTBO.

15. K obbektam MHOPMALMOHHO 6e3onacHoCTK B  LUkone  oTHoOCATCA:
*  VH(OPMAaLMOHHbIE  Pecypcbl,  CofepXaliume  KOH(MAEHUMANbHYIO  UH(OpMaLMIo,
NpeLCTaBNeHHYI0 B BUAE [LOKYMEHTUPOBaHHbIX MH(OPMALMOHHbIX MAaccMBOB M 6a3 [aHHbIX;
* MH(opMauMio, 3alMTa KOTOPOM NpeaycMOTpeHa 3aKOHOAaTeslbHbIMW akTamu P®, B T. u.
nepcoHasIbHbIE [aHHbIE;
* CPeACTBA M CUCTEMbI MH(OpPMaTM3aLUN — CPeACcTBa BbIYMCIUTENIbLHOW U OpraHn3auvoHHON
TEXHWKW, JIOKaNbHOW CceTn, 0OLLecMCTEMHOE W MNPUKNafHOe nporpaMMHoe obecneyeHue,
aBTOMAaTU3MPOBaHHbIe CUCTEMbI YrMpaB/eHUs pabouumn MecTamu, CUCTEMbI CBA3W W Mepefayu
[aHHbIX, TEXHU4YeCcKne cpefcTea cbopa, permcrpaymu, nepegaym, o6paboTKMm M 0TOBPaXKeHMs
NH(OpMaLNN.

16. Cuctema WH(pOPMALMOHHONW 6e30MacHOCTK [JOMKHa 06A3aTenlbHO  06ecrneymBaThb:
KOH(UAEHUMaNbHOCTb  (3aMTy WHGMOPMaLMM OT HeCaHKUMOHWPOBAHHOIO PacKpbITUS Wan
nepexsara);

LeNOCTHOCTb  (TOMHOCTb W MOMAHOTY  UH(OpPMaLMM U KOMMbIOTEPHbIX  MNporpamm);
[OCTYNHOCTb  (BO3MOXHOCTb MONYYeHUS MNONb30BaTeNAMUM MHGpoOpMauuy B npefenax WUx



KOMMETEHLNN).

1.7. O6ecneyeHne WHHPOPMALMOHHOA 6e30NaCHOCTM  OCYLLECTBAAETCA MO  CrAedyHLMM
Hanpa.feHNAM:

e MpaBoBas 3allMTa - 3TO ChNeuMasbHble 3aKOHbl, [pYyrMe HOPMATUBHbIE aKTbl, MpPaBWa,
npouesypsl 7
MeponpuaTug,  obecneuvBarolive  3aWWUTy  MHGOpPMaLMM  Ha  MpaBOBOM  OCHOBE;
e OpraHusauuMoHHas 3aluTa - 3TO pernameHTauuMs NPOU3BOACTBEHHON [eATeNlbHOCTU WU
B3aMMOOTHOLUEHWUI A WCNOMIHMUTENE Ha HOPMAaTMBHO-MPaBOBO OCHOBE, WCK/KOYawolas wam

ocnabnatoLLas HaHeceHue Kakoro-nm6o yliep6a;
* VHXEHEPHO-TEXHMYECKas 3aliMTa - 3TO MCNONb30BaHME Pas/IMUHbIX TEXHUYECKUX CPELCTB,
NPensTCTBYHOLLMX HaHeCeHuo ylep6a.

2. MNpaBoBble HOPMbI 06ecneyeHns NHPOPMALLMOHHOK 6e30MacHOCTM
2.1 Tpe6oBaTb OT CBOMX COTPYAHUKOB 06eCrneYeHUs COXPaAHHOCTU U 3alUUTbl 3TUX CBELEHUN OT

BHELLHUX n BHYTPEHHUX yrpos.
2.2. Lllkona o6s3aHa o06ecrneynTb  COXPaHHOCTb  KOH(UAEHUMANbHOW  MHGOpMaLuu.
2.3. AOMUHUCT paumsa LLKOSIbI:

* Ha3HayaeT OTBETCTBEHHOr0O 3a ob6ecnevyeHne  MHMOOPMALMOHHON  6e30MacHOCTY;
* N3JaéT HOPMATMBHbIE N pacnopaauTeNbHble JOKYMEHTbI, ONpeAenstoLine nopsagok BblaeneHus

CBefleHW KOH(MAEHUMaNbHOIo xapakTepa 7 MeXaHW3Mbl nx 3alunThI;
* MMEeT MpaBoO BKtOYaTb TpeGoBaHWsS MO 06GecrneyeHnt0 MHGOPMaLMOHHOK 6Ge30nacHOCTV B
KONNEKTUBHbI [0roBop;
* IMeeT MpaBO BK/tOYaTb TPeOGOBaHMS MO 3alivMTe MHMOPMALMM B AOrOBOPbI MO BCEM BMAaM
AesTeNbHOCTY;

. paspabaTblBaeT nepeyeHb CBeAeHN KOH(MAEHLMaNbHOIO XapakTepa;
e MMeeT MpaBO Tpe6oBaTb 3alUTbl MHTEPECOB LIKOMbI CO CTOPOHbI FOCYAAPCTBEHHbIX U
Cyfe6HbIX VHCTaHLWA.

2.4. OpraHu3aunoHHble U (PYHKLMOHAbHbIE AOKYMEHTbI N0 06ecnevyeHnto UHHOPMAaLMOHHOA
6e3onacHoCTH:
* NpuKa3 gupektopa LLKonbl 0 Ha3HayeHWW OTBETCTBEHHOrO 3a 06ecreyeHne UHHOPMaLMOHHOM
6e3onacHoOCTH,
* [JO/DKHOCTHble  00653aHHOCTU  OTBETCTBEHHOrO 3a obecrieyeHMe  UHMOPMALMOHHO
6e3onacHocTy;
*  MepeyeHb 3almiLaemblx NH(OPMALMOHHbIX pecypcos n 6a3  [aHHbIX;
*  WHCTPYKUWA, onpefenawollas MopsafoK MpeaocTaBieHns  UHGopMauunm  CTOPOHHUM
opraHu3aLmMsam no nx 3anpocam, a TakXke No npaeBaM LOCTYNa K Heil cOTpyaHuKoB LLIKonbl n ap.
2.5. Topsgok ponycka coTpygHukoB  LLKonbl K MHGOpMauum  npesycMaTpuBaeT:
* MNPUHATME pPaboTHMKOM 0693aTeNIbCTB 0 HepasrnaweHuW [OBEPeHHbIX €My CBefeHWl
KOH(MAeHUaNbHOro XapakTepa;
* 03HaKOM/IeHMe paboTHMKa C HOpMaMuy 3aKkoHodatenbeTBa PO u LLIKOMbI 06 MH(OPMALMOHHO
6e30nacHOCTM W OTBETCTBEHHOCTM 3a pasrfnaweHve WHPOpPMaLUN  KOH(UAEHLMANBHOIO
Xapakrepa;

WHCTPYKTaX  pabOoTHMKa  cneyuMannctom  no  UHGOPMaLMOHHON  6e30MacHOCTM;
* KOHTPO/Ib pabOTHMKa OTBETCTBEHHbIM 3a WH(OPMaLMOHHYK 6e30nacHOCTb npu paboTte C
NHhopMaLmen KOH(MAEHUNANBHOTO XapakTepa.
3. Mcnonb3oBaHue ceTun MHTepHeT
3.1. Wcnonb3oBaHue ceTn VHTepHeT B LLIKONMe OCyLLeCcTBAseTCA B Lensx 06pa3oBaTe/bHOro
npouecca. B pamkax pasBuTUS INYHOCTU, €e couManm3auum n nosyvyeHns 3HaHuin B 061acTu



KOMMNbIOTEPHON  TPaMOTHOCTM /IO MOXET OCYLLeCTBAATb  AOCTYNn K pecypcam  He
06pasoBate/ibHOiA Harnpas/IEHHOCTH.
3.2. PaboTHUKK LLIkonbl BMnpase:
e pasmewatb WHGopmaumMwo B CeTM WHTepHeT Ha WHTEpHeT-pecypcax LLIKonbl;
* VMETb YYeTHYH 3anucb 3NEKTPOHHOM NOYTbl Ha MHTEPHeT-pecypcax LLIkonbl.
3.3. PaboTHMKam LLIKonbl 3anpeLyeHo pasMellatb B ceTv IHTepHeT M Ha 06pa3oBaTesibHbIX
pecypcax MH(opMaLmio, NpoTMBOpPeYalLyo TpeboBaHNAM 3aKOHOAATeNbCTBa PP 1 IOKabHbLIM
HOpMaTuBHbIM akTam LLIKo/bl; He OTHOCcAWYyCA K 06pa3oBaTe/lbHOMY MpoLeccy M He
CBA3aHHYIO C [eATe/IbHOCTbIO LUKOMbI; HapyllaroLlytd HPaBCTBEHHblE W 3TUYECKME HOPMbI,
TpeboBaHMA npodgeccnoHanbHoM 3TUKMN.
3.4. Ob6yuyatowmecs LLIKosbI BNpase:
* 1ICNONb30BaTb PeCcypcbl, pasMelleHHble B CETU WIHTEpHET, B TOM YWUCNE WHTEPHET-PECYpChbl
LLIkonbl, B nopsfke W Ha YCNOBUAX, KOTOPble MpPefyCMOTPEHbl HACTOALWMM [lonoxeHuew.
e pa3smeLiatb NH(OopMaLNIo M CBeAeHMs  Ha NHTepHEeT-pecypcax LLIKonbl.

5. Obyuvatowemcs 3anpeLyeHo:
Haxo4WTbCA Ha pecypcax, COAepXaHWe U TemMaTuka KOTOpbIX HegonycTuma Ans
HeCOBepPLLEHHONETHUX 7 / nnu HapyLuaeT 3aKOHOAaTeIbCTBO PO;
B OCYLLECTBNATD nobble clenku yepes WHTEpHeT,;

3arpyxartb (aiinibl Ha KomnbtoTep LUkonbl 6€3 paspelleHns YNOAHOMOYEHHOro Nuua;
* pacnpocTpaHATb OCKOPOUTENbHYHD, He COOTBETCTBYHOLLYIO [eACTBUTENIbHOCTM, MOpPOYaLLyHo
Lpyrux ny, NH(opMaLnio, yrposbl.
6. 3anpeT u CHATME TakOro 3anpeta Ha AOMNYCK Mofb3oBaTefieil K pabote B ceTu VHTepHet
yCTaHaB/NMBAET YMOMHOMOYEHHOE /IMLO, Ha3HayeHHoe MpukKasoM Aupektopa LUKonbl.
7. Ecnn B npouecce paboTbl nosib3oBaTesieM OyaeT 06HapyXXeH pecypc, COAEPXMMOe KOTOPOro
He COBMeCTMMO C Lenamu obpa3oBaTenbHOro npoiecca, OH 0653aH HesameLNnTeNbHO CO0OLWUTL
06 3TOM YNONHOMOYEHHOMY NULY C yKasaHuWeM uHTepHeT-agpeca (1XKb) v NOKUHYTb LaHHbIiA
pecypc.
7.1. YnonHoMo4YeHHoe nuo 0653aHo:
MPUHATb coobLeHune nosib30BaTens;
* MPUHATL MepPbl MO OTK/IIOYEHUIO BbIXOAA Ha [aHHbIA pecypc C UHTepHeT pecypcos LLKonbI;
* ec/in 06HapY>XeHHbIN pecypc ABHO HapyllaeT 3aKOHOAaTeNbCTBO P® - co0OWMTL O HEM MO
crneumanbHORN ""ropsyein MMHUN" ANa NPUHSATUS Mep B COOTBETCTBUM C 3aKOHOAaTeIbcTBOM Pd (B

TeyeHue CYTOK).
Mepenasaemas NHopMauns [OM>KHa cofep>kaThb:
B NHTepHEeT-aapec (1Kb) pecypca;
* TEMATUKY pecypca, NPeAnonoXKeHUs O HapyLUEHUU PecypcoM 3akoHopgartensctsa P® nnbo
HEeCOBMECTUMOCTH C 3afa4yamm 06pa3oBaTe/ibHOro npouecca;
. paty 7 Bpems 06HapyXeHus;
* MH(hopmaLmio 06 yCTaHOBMEHHbIX B 06pa30BaTeNbHON OpraHM3auum TeEXHUYECKNX CpeacTBax
orpaHnmyeHuns foctyna K NHpOopMaLNK.
4, MeponpusaTus no obecreyeHuno MHGOpPMaLNOHHOIA 6e3onacHoOCTH
4.1. Ans obecneyeHnss MHGOpPMaLMOHHOM 6Ge3onacHocTn B LLIkone TpebyeTcs npoBefeHue
cnegyoLwmnx nepBoOYepeHbIX MEepPONPUATUIA:
. 3aumnTa WHTEeNNEKTYa/IbHOM COBCTBEHHOCTM LLIKonbI;

* 3aliMTa KOMMNbIOTEPOB, NOKA/bHbIX CETEA M CeTM MOAKNHOYEHUS K cucTeMe WHTEpHETa;
opraHvsaums 3aWuTbl KOH(QUAEHUMANbHOW WHAGOPMaLMK, B T. Y. MEPCOHaNbHbIX [AaHHbIX



paboTHUKOB 7 obyuyaroLmxcs LLIkonel;
. yuer BCeX HocuTenen KOH(hMAEHLNANbHOW NH(OpMaLNK.
5. OpraHusauma paboTbl € WHPOPMALUOHHLIMW  pecypcamyv W TEXHONOTUAMU
51. B xofe WCnofb30BaHWA, Mepefayn, KOMWPOBAHWA W WCMOMHEHUA [OKYMEHTOB TakXe

Heo6XxoAnmo cobnogatb onpejeneHHble npasuna:
5.2.1. Bce [OKYMEHTbI, He3aBMCMMO OT rpuga, nepefarTcsd WCMOAHUTENO NOJ POCMUCh B
XypHane y4yeTa [LLOKYMEHTOB.

5.2.2. Mpu cmeHe pabOTHWKOB, OTBETCTBEHHbLIX 3a Y4YeT W XpaHeHWe [OKYMEHTOB, fAen U’
n3haHuiA, CcoCcTaBnNseTCd MO MNPOM3BO/LHOW (hopMe akT npuema-nepefayn [LOKYMEHTOB.
53. [Ona opraHM3auMM [enonpou3BOACTBA MPWKA3OM AUPeKTopa LWKOMbl Ha3HayvaeTcs
OTBETCTBEHHOE Nnuo. [Jenonpon3BoACcTBO BEAETCA HA OCHOBAHUM MHCTPYKLMMK MO OpraHum3almm
[eNoNpon3BOACTBA, YTBEPXKAEHHOW AUPEKTOPOM LIKO/bl. KOHTPONb 3a MOPSAKOM ero BefeHus
BO3naraeTcs Ha OTBETCTBEHHOIO 3a NH(OPMALMOHHYO 6e30MacHoCTb.

6. @] CUCTEMHOM agMUHUCTPUPOBAHUU 7 06513aHHOCTAX OTBETCTBEHHOIO
3a NHHOPMaLNOHHYO 6e30MacHOCTb
6.1. 3agaun, CBA3aHHble C MepamMy CUCTEMHOrO aAMWHUCTPUPOBaHWA, 0becrneynBatoLLEero
WH(OPMALMOHHYO 6e30MacHoCTb, ABNAOTCA 4acTbHo paboThbl CUCTEMHOrO
afMuHuCTpaTopa (BMEHEHO B 06A3aHHOCTU y4uUTeNns MHpopMatuky, agmuHuctpatopa AVC) B
MBOY CKBOpPL,OBCKOM cou
6.2. Ana pelleHns 3a4ay MHPOPMaLMOHHOW 6€30NacHOCTM CUCTEMHBIA agMUHUCTPATOP 0653aH:
* CNneguTb 3a cobnofeHneM TpeboBaHWIA MO NaposibHOM 3awmTe, B TOM YUC/e OCYLLEeCTBAATb
M3MEHeHVe napofiel no Mepe HeobxogumocTu (yTpaTa napons, MOSBAEHUE HOBbIX
nosib3oBaresnen B CBA3N C N3MeHeHnem KaZpoBoro coctaBa MU np.);
» obecrneumBatb (PYHKUMOHMPOBaHME MPOrpamMHO-anmnapaTHoOro KoMmmMjaekca 3awuTbl Mo

BHELLHUM L1POoBbLIM NUHNAM CBA3W;
 obecneumBaTb MepoNpUATUA MO aHTUBMPYCHON 3aliuMTe, Kak Ha YPOBHE CepBepoB, TakK U Ha
YPOBHe nosb3oBaTenei;
* obecrneunBaTb HOpPManbHOE (PYHKLMOHMPOBAHME CUCTEMbl PE3epBHOr0  KOMWPOBaHUA.
7. AHTUBUpPYCHadA 3awnTa
7.1. MNpasunia Nonb30BaHUA BHELLHUMW CeTeBbIMU pecypcamun (VIHTEpHeT, 3MIEKTPOHHAsA noyTa v
T.4.).

OCHOBHbIM COCO60M MPOHUKHOBEHWNS KOMIMbIOTEPHbLIX BUPYCOB Ha KOMMbIOTEP NOJIb30BaTe NS B
HacTosLee Bpems ABNAeTCSA VIHTEpPHET M 3MeKTPOHHas noyta. B CBA3M € aTUM He [JonycKaeTtcs
paboTa 6e3 opraHm3auMm aHTMBMPYCHOW 3alWuTbl. AHTMBMPYCHad 3aliuTa OpraHu3yeTcs
nocpeAcTBOM NNLEH3NOHHOIO aHTUBUPYCHOTO NnporpamMmmHoro obecneyeHus.
7.2. 3a cBOeBpeMeHHOe OOHOB/IEHWE aHTUBWMPYCHOrO MPOrpaMMHOro obecrneyeHns oTBevaeT
yunTenb MHHOPMaTUKN



