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r &epckas

MNOJNTOXXEHWE
06 MH(hopMaLNOHHOI 6e30MacHOCTU
MBOY Cksopuosckoi COLLI

1 Ob6ume MONOXKEHUNN
1.1. NIHdopmaLmoHHas 6e30MacHOCTb ABASETCA OAHUM M3 COCTaBHbIX 3/1EMEHTOB KOMIM/IEKCHOM
6e3onacHocT B MBOY Cksopuosckoin COLL (ganee— LLIkona), nopsgoK opraHusauum pabot
no eé co3aHuIo n (hYHKLMOHNPOBAHMIO.
1.2. [laHHOe NonoXeHne pa3paboTaHO B COOTBETCTBMM C deaepasibHbIM 3aKOHOM POCCUIACKO
depnepaunn ot 29 gekabps 2012 r. Ne 273-$3 "0O6 obpasoBaHun B Poccuiickoii deaepauun™ n.
3 cT. 47 TpypoBbiM Kogekcom P® oT 30.12.2001 Ne 197- ®3 (c u3m. v gon.), PesepasbHbIM
3aKOHOM 0T 29.12.2012 r. Ne273-d3 «O6 o6pasoBaHUM B Poccuitickon Ddegepaunm»,
®enepasbHbIM  3aKOHOM 0T 27.07.2006 Ne 149-®3 "O6 wuH(opmauuun, WUHHOPMALNOHHBIX
TEXHOMOMMAX W 0 3aluTe UH(opmaummn”, defepanbHbiM  3akKoHOM oT  27.07.2006
Ne 152-®3 "O nepcoHanbHbIX AaHHBLIX” W MMeeT CTaTyC NOKa/JlbHOr0 HOPMATUBHOIO akTa
obpasoBaTe/sibHOV opraHm3auun. Ecnv  Hopmamu  [eicTBylOLLero 3akoHogartenbcTBa Pd
NpesycMOTPeHbl WHble TpeboBaHUA, YeM HacToAWwMM [10N0XeHNeM, MNPUMEHSAKOTCA HOPMbI
3aKOHO4ATeNbCTBA PO.
13. Mo wH(popMauMoHHON 6Ge3onacHoCTbi0  LLUKONMbI  cnefyeT MOHWMAaTb  COCTOSHUE
3alUMLLEHHOCT  UH(OPMALMOHHBIX  PEecypcoB,  TEXHONOTMA  UX  (JOPpMUPOBAHUA W
MCNONb30BaHUA, a TakXKe npaB CyObeKTOB WHMOPMAaLMOHHOW AedTenbHOCTU. Cuctema
MHOPMALMOHHOW 6e30MacHOCTU HanpaBieHa Ha NpefynpexaeHue yrpos, UX CBOEBPEMEHHOe

BbIfAB/IEHNE, 06Hapy>xeHue, NloKanmsauuio " NIMKBMAaUNIO.
1.4. Ncnonb3oBaHue ceTu VIHTepHeT B 06pa30BaTe/IbHON opraHM3aumny NogUYNHEHO CAeayoLW MM
npuHumMnam:

COOTBETCTBUE obpa3oBaTte/bHbIM uensam;

cnocobcTBOBaHUE rapMoOHM4YHOMYy (*JOpMVIpOBaHVHO n passnuTno JTINYHOCTMH;
«yBa)KeHNE 3aKOHa, aBTOPCKUX N CMEXHbIX MNpaB, a TakKXXe WHbIX MNpaB, YeCTU N OOCTOUHCTBa

Apyrux rpaxaaH 7 nonb3oBareneit cetu NHTepHeT;
*npuobpeTeHne HOBbIX HaBbIKOB " 3HaHWuiA;
pacLuvpeHue NPUMEHSEMOTO crnekTpa YUebHbIX " HarNAgHbIX noco6ui;
. coumanusayms NINYHOCTH, BBE/EHME B MH(opMaLMOHHOe 06LLECTBO.

15. K o06beKTam NH(OPMAaLMOHHOWA 6e3onacHoOCTU B Lkone OTHOCATCH:
*  VH(OPMAaLMOHHbIE  Pecypcbl,  CofepXalinme  KOH(MAEHUMANbHYIO  WH(OpMaLMIo,
npeAcTaBNeHHY B BUAE AOKYMEHTUPOBAHHbLIX MH(OPMALMOHHBIX MaccvBOB M 6a3 AaHHbIX;
* MH(OpMaLUIo, 3aliMTa KOTOPO MpefycMOTpeHa 3aKOHOAaTeNbHbIMU akTamu P®, B T. u.
nepcoHasbHble JaHHbIe;
* CpeacTBa M CUCTEMbl MH(hOpMaTU3aLMN — CPEeACTBa BbIYUCAUTENbHOW W OpraHn3aLoHHON
TEXHWKW, JOKaNbHON ceTW, OOLLIECUCTEMHOE W NpUKIafHOe MporpaMMHoe obecneyeHme,
aBTOMAaTU3MpPOBaHHbIe CUCTEMbI YrMpaBieHUs pabouummn MecTamu, CUCTEMbI CBA3W W Mepefayu
[aHHbIX, TEXHUYeCcKne cpefcTea cbopa, perncrpaymu, nepegaym, obpaboTKMm M 0TOBPaXKeHMS
NH(OpMaLNK.

1.6. Cwnctema WH(popMaLMOHHOW 6e3onacHoOCTH [JO/MKHa 06A3aTeNlbHO  06ecneymnBarh:
KOH(hMAEHUMaNbHOCTb (3alnTy MHGDOPMaLMM OT HECaHKUMOHUPOBAHHOTO PacKpbITUA WK
nepexsara);

LLeNIOCTHOCTb  (TOYHOCTb M MOMHOTY  WH(OPMaUUM U KOMMNbIOTEPHLIX  NPOrpaMm);
[JOCTYNHOCTb  (BO3MOXHOCTb MOAYYeHWS MNOMb30BaTeNsMM  WMHQOpMauun B npedenax ux



KOMMETEHLNN).

1.7. O6ecneyeHne WHHPOPMALMOHHOA 6E30NaCHOCTM OCYLLECTBAAETCA MO  CrAeAyHLMM
HanpasfeHNAM:

e MpaBoBas 3allMTa - 3TO CNeuMasbHble 3aKOHbl, [PYyrMe HOPMATUBHbIE aKTbl, MpPaBW/a,
npouesypsl 7
mMeponpuaTusa,  obecneumBarolive  3aWWUTy  MH(QOpPMAaLMM  Ha  MpaBOBOM  OCHOBE;
e OpraHusauuMoHHas 3alWwmuTa - 3TO pernameHTauuMs NPOU3BOACTBEHHON [eATeNbHOCTU U
B3aMMOOTHOLUEHWUI A WCNOMIHMTENE Ha HOPMaTMBHO-MPaBOBO OCHOBE, WCK/KYawolas Wam

ocnabnstowas HaHeceHwue Kakoro-nm6o yuep6a;
* NHXXEHEPHO-TEXHUYECKasa 3aluTa - 3TO UCMO/b30BaHME Pa3IMYHbIX TEXHWYECKUX CPEACTB,
NpPensTCTBYHOLLMX HaHECEHWIO yuiepb6a.

2. MNpaBoBble HOPMbI 06ecneyeHNs NHPOPMALMOHHOW 6e30MacHOCTU
2.1 Tpe6oBaTb OT CBOMX COTPYZAHUKOB 00eCNeYeHUs COXPAHHOCTU U 3alUUTbl 3TUX CBELEHUN OT

BHELLHUX n BHYTPEHHUX yrpos.
2.2. Llkona o6s3aHa o06ecrneynTb COXPAHHOCTb  KOH(UAEHUMANbHOW  MHGOopMaLuu.
2.3. AIMUHUCT paumsa LLUKOSIbI:

* HasHayaeT OTBETCTBEHHOro 3a obecnevyeHne  MHMOPMALMOHHON  6e30MacHOCTY;
* N3JaéT HOPMATMBHbIE N pacnopaauTeNbHble JOKYMEHTbI, ONpeaenstoLine nopssok BblaeneHums

CBefleHWi KOH(MAEHUMaNbHOIO xapakTepa 7 MeXaHW3Mbl nx 3alunThI;
* MMEeT MpaBO BKOYaTb TPeGoBaHWsA MO 06GecrneyeHnt0 MHGOPMaLMOHHOK 6Ge30nacHOCTV B
KONNEKTUBHbII [0roBop;
* IMeeT MpaBO BK/tOYaTb TPe6GOBaHMS MO 3aliMTe MHKMOPMALMUM B AOrOBOPbI MO BCEM BUAaM
AesTeNnbHOCTY;

. paspabaTbiBaeT nepeyeHb CBeAeHN KOH(MAEHLUMaNbHOIO XapakTepa;
e MMeeT MpaBO TpeGoBaTb 3alUTbl MHTEPECOB LIKOMbI CO CTOPOHblI FOCYAAPCTBEHHbIX U
Cyne6HbIX VHCTaHLWA.

2.4. OpraHm3ayMoHHble U (YHKLMWOHa/bHbIE AOKYMEHTbI MO 06ecrnevyeHnto MHOPMaLNOHHOW
6e30nacHoOCTHL:
* NpuKa3 gupekTopa LLIKonbl 0 Ha3HaYeHU OTBETCTBEHHOTO 3a obecneveHne NHPOPMALMOHHON
6e3onacHocTwH;
* [JO/DKHOCTHble  00653aHHOCTU  OTBETCTBEHHOrO 3a obecrieyeHMe  UHMOPMALMOHHON
6e3onacHoCTy;
*  NepeyeHb 3al ML aemMblx NH(OPMaLMOHHbIX pecypcos n 6a3  [aHHbIX;
*  VHCTPYKUMA, onpegenswoowas nopsagok  npefocTaBneHUs  UHGopMauum  CTOPOHHUM
opraHu3aLmMsam no nx 3anpocam, a TakXke No npaBaM LOCTYNa K Heil cOTpyaHuKoB LLIKonbl n ap.
2.5. Tlopafok ponycka CcOTpyAHUKOB  LUKo/Mbl K WHGopmauun  npegycMarpuBaert:
* NpUHATME pabOTHMKOM 00653aTeNIbCTB O HepasrfaleHuy [OBEPEHHbIX €My CBeAEHWi
KOH(MAeHUNabHOro XapakTtepa;
* 03HaKOM/IeHMe paboTHMKa C HOpMamMuy 3aKkoHodaTenbecTBa PO u LLIKOMbI 06 MH(OPMALMOHHO
6e30MacHOCTM W OTBETCTBEHHOCTM 3a pasrfawleHne WHGpopMauumn KOH(PUAeHUMaNbLHOro
XapakTepa;

WHCTPYKTaX  pabOoTHMKa  cneyuManmctom  no  UHGOPMaLMOHHON  6e30MacHOCTM;
* KOHTPO/Ib paboOTHMKa OTBETCTBEHHbIM 3a WH(OPMAaLMOHHYK 6e30MacHOCTb npu paboTte C
NHopmaymen KOH(UAeHUNaNbHOro XapakTepa.
3. Mcnonb3oBaHue ceTtun NHTepHeT
3.1. WNcnonb3oBaHue cetn WMHTepHeT B LLIKone ocyuwiecTBnseTcs B Lensx 06pa3oBaTesibHOro
npouecca. B pamkax pasBuTUS IMYHOCTU, €e couManm3auum n nosyvyeHns 3HaHuin B 061acTu



KOMMNbIOTEPHON  TPaMOTHOCTM /IO MOXET OCYLLeCTBAATb AOCTYNn K pecypcam  He
06pasoBatesibHOiA Harnpas/IEHHOCTW.
3.2. PaboTHUKK LLIkonbl BMnpase:
e pasmewatb WHGopmMauuwo B CeETM WHTEpHeT Ha WHTEpHeT-pecypcax LLIKonbl;
°* VMETb YYeTHYH 3anucb 3MeKTPOHHOM NOYTbl Ha MHTEPHeT-pecypcax LLIkonbl.
3.3. PaboTHuMKam LLIKonbl 3anpeweHo pasMewiaTb B ceT VIHTepHeT M Ha obpa3oBaTesibHbIX
pecypcax MH(opMaLmio, NPoTMBOpPeYally0 TpeboBaHNAM 3aKOHOAaTeNbCTBa PP 1 fI0KabHbIM
HOpPMaTMBHbIM akTam LLIKO/bl; He OTHOCAWYyCA K 006pa3oBaTe/lbHOMY MpoLeccy M He
CBA3aHHYIO C [eATe/IbHOCTbIO LUKOMbI; HapyllaroLlytd HPaBCTBEHHblE W 3TUYECKME HOPMbI,
TpeboBaHMA npodgeccnoHanbHoM TUKMN.
3.4. Ob6yuatomecs LLIKosbI Bnpase:
* 1CNONb30BaTb PeCcypcbl, pasMelleHHble B CETU WIHTepHET, B TOM UWUCNE WHTEPHET-PECypChbl
LLIkonbl, B nopsfike W Ha YCMOBUAX, KOTOPble MpPefyCMOTPEHbl HAacToALWMM [lonoxeHuem.
*  pasmMeLaTb NH(OopMaLNIo 7 cBeAeHus Ha NHTepHeT-pecypcax LLIKonbl.

5. Obyuvatowemcs 3arnpeLyeHo:
Haxo4WTbCA Ha pecypcax, COAepXaHWe U TeMaTuka KOTOpbIX HegonycTuma Ans
HeCOBEpPLLEHHONETHUX " / nnn HapyLuaet 3aKOHOAaTeIbCTBO PO;
B OCYLLECTBNATD nobble clenku yepes WHTEpHeT;

3arpyxartb (aiinibl Ha KomnbtoTep LUkonbl 6€3 paspelleHns YNOAHOMOYEHHOro Nuua;
* pacnpocTpaHATb OCKOPOUTENbHYHD, He COOTBETCTBYHOLLYIO [eACTBUTENIbHOCTU, MOPOYaLLyHo
Lpyrux ny, NH(opMaLnio, yrposbl.
6. 3anpeT u CHATME TakOro 3anpeta Ha AOMYCK Mofb3oBaTefiel K paboTe B ceTu VHTepHeT
yCTaHaB/NMBAET YMOMHOMOYEHHOE /MU0, Ha3HayeHHoe nMpukasoM Aupektopa LUKonbl.
7. Ecnn B npouecce paboTbl nosib3oBaTesnieM OyaeT 06HapyXXeH pecypc, COAEPXMMOe KOTOPOro
He COBMeCTMMO C Lenamu obpasoBaTenbHOro npoiecca, OH 0653aH He3ameLNnTeNbHO CO0OLWUTL
06 3TOM YNONHOMOYEHHOMY NULY C yKasaHuWeM uHTepHeT-agpeca (1XKb) v NOKUHYTb LaHHbIiA
pecypc.
7.1. YnonHoMo4YeHHoe nmuo 0653aHo:
MPUHATb coobueHne nosib30BaTens;
* MPUHATL MePbl MO OTK/IIOYEHMIO BbIXOAA Ha [aHHbIA pecypc C UHTEpPHeT pecypcos LLKonbI;
* ec/in 06HapY>KeHHbIN pecypc ABHO HapyLlaeT 3aKOHOAaTeNbCTBO P® - cO0OWMWTL O HEM MO
crneumanbHORN "ropsyein MMHUA" 4Ns NPUHSATUS Mep B COOTBETCTBUM C 3aKoHOAaTeIbcTBOM Pd (B

TeyeHue CYTOK).
Mepenasaemas NHopmauns [ONM>KHa cofep>kaThb:
B NHTepHEeT-apec (1Kb) pecypca;
* TEMATUKY pecypca, NPeAnonoXKeHUs O HapyLIEHUU PecypcoM 3akoHopgatensctsa P® nnbo
HEeCOBMECTUMOCTH C 3afa4yamm 06pa3oBaTe/ibHOro npouecca;
. paty 7 Bpems 06HapyXeHus;
* MH(popmaLmio 06 yCTaHOBMIEHHbIX B 06pa30BaTeNbHON OpraHM3auum TeEXHUYECKNX CpeacTBax
orpaHuyeHuns foctyna K NHHOopMaLNK.
4, MeponpusaTus no obecreyeHuno MHOPMaLNOHHOA 6e3onacHoOCTH
4.1. Ans obecneyeHnss MHGOPMaLMOHHOM 6Ge3onacHocTM B LLikone TpebyeTcsa npoBefeHue
cnegyroLumnx nepBoOYepeHbIX MEpPONPUATUIA:
. 3aumuTa WHTENNEKTYa/IbHOM COBCTBEHHOCTM LLIKonbI;

* 3aliMTa KOMMNbIOTEPOB, NOKA/bHbIX CETEA M CeTM MOAKNHOYEHUS K cucTeMe WHTEpHETa;
opraHu3aums 3aWuTbl KOH(PUAEHUMANbHOW MHAGOPMaLMK, B T. Y. NEPCOHaNbHbIX [AaHHbIX



paboTHUKOB 7 obyuyaroLmxcs LLIkonsl;
. y4yet BCEX HocuTenen KOH(MAEHLMANBHOM NH(OPMaLNK.
5. OpraHusauma paboTbl C WUHMPOPMALMOHHBIMU  pecypcaMu U  TeXHOJ0rUsAMn
51. B xofe WCnofb3oBaHWA, Mepefayn, KOMWPOBAHWA W WCMOMHEHUA [OKYMEHTOB Takxe

Heob6xo4MMOo cobnogartb onpeneneHHble npasuna:
5.2.1. Bce [OKYMEHTbI, He3aBUCMMO OT rpuga, nepefarTcsd WCMOAHUTENO NOJ POCMUCh B
XypHasne yyeTa [LLOKYMEHTOB.

5.2.2. Mpu cmeHe pabOTHWKOB, OTBETCTBEHHbLIX 3a Y4YeT W XpaHeHWe AOKYMEHTOB, fAen U
n3haHuiA, CcoCTaBNseTCd MO MNPOM3BO/LHON (hopMe akT npuema-nepefayn [LOKYMEHTOB.
53. [Ona opraHu3auMyM [Oenonpous3BOACTBA MPUKA3OM AUPeKTopa LWKOMbl Ha3HayvaeTcs
OTBETCTBEHHOE N1LO. [enonpon3BoACTBO BEAETCA HA OCHOBAHUW MHCTPYKLMMK MO OpraHm3almm
[enonpon3BOACTBa, YTBEPXKAEHHOW AUPEKTOPOM LUKOMbl. KOHTPO/b 3a NOPSAAKOM ero BefLeHus
BO3naraeTcs Ha OTBETCTBEHHOIO 3a NH(OPMALMOHHYO 6e30MacHoCTb.

6. @) CNCTEMHOM aAMUHUCTPUPOBAHUY 7 0653aHHOCTAX OTBETCTBEHHOIO
3a NHHOPMaLNOHHYO 6e30MacHOCTb
6.1. 3agaun, CcBA3aHHble C MepamMy CUCTEMHOrO aAMWHUCTPUPOBaHWA, 06ecrneynBatoLLero
NH(OPMALMOHHYHO 6e30MacHoCTb, ABNAOTCH 4acTbHo paboThbl CUCTEMHOrO
afMuHuCTpaTopa (BMEHEHO B 00A3aHHOCTU y4uUTeNs MHpopMaTuky, agmuHuctpatopa AVC) B
MBOY CKBOpPL,OBCKOM cou
6.2. [Anq peweHns 3agay MHHOPMaLMOHHOM 6e30MacHOCTM CUCTEMHbBIA agMUHUCTPATOP 0653aH:
* CNnefuTb 3a cobnofeHneM TpeboBaHWA MO NaposibHOM 3awMTe, B TOM YUC/e OCYLLECTBATb
M3MeHeHVMe naponeid no Mepe HeobxogumocTu (yTpata napons, MOSBIEHWE HOBbIX
nosib3oBaresiein B CBSI3M C N3MeHeHneM KaZpoBoro cocTaBa 7 np.);
» obecrneumBatb (PYHKUMOHMPOBaHME MPOrpamMHO-annapaTHoOro Kommnjaekca 3awuTbl Mo

BHELLHUM LM1POoBbLIM NUHNAM CBA3W;
 obecneumBaTb MepoONpUATUA MO aHTUBMPYCHON 3alinTe, Kak Ha YPOBHE CepBepoB, TakK U Ha
YpOBHE nonb3oBaTenen;
* obecrneunBaTb HOpPMalbHOE (PYHKLMOHMPOBAHME CUCTEMbl PE3epBHOr0  KOMWPOBaHUSA.
7. AHTUBUPYCHaA 3awnTa
7.1. MNMpaBuna Nonb30BaHUSA BHELUHUMMN ceTeBbIMU pecypcammn (MIHTepHeT, 3N1eKTPOHHasA noyrta u
T.4.).

OCHOBHbIM COCO60M MPOHUKHOBEHWSA KOMMbIOTEPHbIX BUPYCOB Ha KOMMbIOTEP NONb30BaTeNs B
HacTosiLee BpeMs ABNAETCA VIHTEpHET 1 3N1eKTPOHHasA noyta. B cBA3M € aTMM He gonyckaetcs
paboTa 6e3 opraHu3auMnm aHTUBMPYCHOM 3aluTbl. AHTMBMPYCHas 3aliuMTa OpraHu3yetcs
nocpeAcTBOM NNLEH3NOHHOIO aHTUBUPYCHOIO NnporpamMmmHoro obecneyeHus.
7.2. 3a cBOeBpeMeHHOe OOHOB/IEHWE aHTUBMPYCHOrO MPOrpaMMHOro obecrneyeHns oTBevaeT
yuuTeNb MHHOPMaTUKN
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